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With cyber-physical systems opening to the outside world, security can no longer be
considered a secondary issue. One of the key aspects in security of cyber-physical systems is
to deal with intrusions. In this paper, we highlight the several unique properties of control
applications in cyber-physical systems. Using these unique properties, we propose a
systematic intrusion-damage assessment and mitigation mechanism for the class of observable
and controllable attacks. On the one hand, in cyber-physical systems, the plants follow certain
laws of physics and this can be utilized to address the intrusion-damage assessment problem.
That is, the states of the controlled plant should follow those expected according to the
physics of the system and any major discrepancy is potentially an indication of intrusion.
Here, we use a machine learning algorithm to capture the normal behavior of the system
according to its dynamics. On the other hand, the control performance strongly depends on
the amount of allocated resources and this can be used to address the intrusion-damage
mitigation problem. That is, the intrusion-damage mitigation is based on the idea of allocating
more resources to the control application under attack. This is done using a feedback-based
approach including a convex optimization.
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