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A 22nd Workshop on Fast Software Encryption

A 8-11 March2015
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A 22nd Workshop onX
A 8-11 March2015
A Istanbul, Turkey

A One out of four
IACR Workshops

Conference CIF [2014] | AR

1. |EEE S&P 4.08 1.7% (31.9/271
2. Usenix Sec 3.69 16.1% (35.2/218..
3. Eurocrypt 3.18 19.2% (34.9/7181.
4. Crypto 285 202% (437212.8)
5. ACM CCS 2.56 18.2% (72.3/398)
6. MNDSS 245 17.1% (32.4 /189)
7. CHES 242 25 9% (3057 118)
8. Asiacrypt 240 15.9% (40.4 / 253..
9 PETS 219 234% (15.9/68)
10. RAID 2.02 24 9% (19.7/79.2
11, ACSAC 2.01 21% (4157197
12. ESE 1.82 295% (26.6/90.3
13. [EEE/FIP DSH 1.74 22 9% (59.9/261.
14 |EEE CSE 1.7 26 3% (2337922
15. DIMVA 1.67 29% (1317452
16. CT-RSA 1.59 294% (2547863
17. PKC 1.58 255% (31.3/122
18. TCC 1.54 32.2% (3317102
19. ACNS 1.48 18.5% (325 /175.
20. ESORICS 1.43 21.2% (4217199

Table from http://icsd.i2r.astar.edu.sg/staff/jianying/conferenceanking.html
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A 22nd Workshop onX
A 8-11 March2015
A Istanbul, Turkey

A One out of four
IACR Workshops

A Focused on
Symmetric Crypto

Conference CIF [2014] | AR

1. |EEE S&P 4.08 1.7% (31.9/271
2. Usenix Sec 3.69 16.1% (35.2/218..
3. Eurocrypt 3.18 19.2% (34.9/7181.
4. Crypto 285 202% (437212.8)
5. ACM CCS 2.56 18.2% (72.3/398)
6. MNDSS 245 17.1% (32.4 /189)
7. CHES 242 25 9% (3057 118)
8. Asiacrypt 240 15.9% (40.4 / 253..
9 PETS 219 234% (15.9/68)
10. RAID 2.02 24 9% (19.7/79.2
11, ACSAC 2.01 21% (4157197
12. ESE 1.82 295% (26.6/90.3
13. [EEE/FIP DSH 1.74 22 9% (59.9/261.
14 |EEE CSE 1.7 26 3% (2337922
15. DIMVA 1.67 29% (1317452
16. CT-RSA 1.59 294% (2547863
17. PKC 1.58 255% (31.3/122
18. TCC 1.54 32.2% (3317102
19. ACNS 1.48 18.5% (325 /175.
20. ESORICS 1.43 21.2% (4217199

Table from http://icsd.i2r.astar.edu.sg/staff/jianying/conferenceanking.html
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Image from http://aasrc.org/wgcontent/uploads2201402/31.jpg
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A Block Cipher Cryptanaly$# of papersb)
A Understanding Attacks (# of pape:

A Implementation Issues (# of papeB:

A Cryptanalysis oAE Scheme@ of papers?)
A Proofs(# of papers?)

A Design(# of papers?2)

A Lightweight (# of paper& + invited tall

A Cryptanalysis of Hash Functions and Stream
Ciphers (#f papers:3)

A MassSurveillance# of papersi + invited tall




CHALLENGES IN LIGHTWEIGHT
CRYPTO STANDARDIZATION



How do we develop standards?

* International Competitions
— Engage community through an open competition
— e.g., AES, SHA-3
* Adoption of Existing Standards
— Collaboration with accredited standards organizations
— e.g., RSA, HMAC
Open call for proposals
— Ongoing open invitation
— e.g. modes of operations (SP 800 38)
* Development of New Algorithms
— Used if no suitable standard exists
— e.g., DRBGs

NIST IR 7977 NIST Cryptographic Standards and Guidelines Development Process

10



11

Example Research Projects

Post quantum crypto, Pairing-based crypto, Privacy
enhancing crypto, Secure group communications,
Circuit complexity, Lightweight crypto, etc.
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http://www.theconnectivist.com/2014/05/infographic-the-growth-of-the-internet-of-things/
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The demand

Applications

— Healthcare monitoring systems

— Automated management of supply chain
— Public transportation

— Telephone cards, etc.

Involve sensitive information

Constrained devices with limited memory, power supply,
etc.

NIST-approved crypto algorithms may not be suitable.



Academic Research

* Significant academic interest

— Around 1400 papers on lightweight cryptography in the
last 10 years (according to Google Scholar)

* Dedicated academic workshops

— e.g. Lightsec, RFIDsec, Lightweight Crypto Day, Four
workshops sponsored by the ECRYPT project, etc.
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Different threat models

Different capabilities of attackers
- Limited number of known plaintexts/ciphertexts

- Less concern on related key attacks. From ideal cipher
to ideal permutation assumption.

Justifications:
- Limitations of the devices (e.g. battery life)
- Protection through the protocols
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Side channel attacks

Serious threat for constrained devices
- Attacker may have physical access.
- Devices are cheaper.

With countermeasures, the area increases by a factor of 3
to 5 compared to the non-protected implementations
(Fisher, Gammel, ‘05)

New designs with side-channel resistance:
- Fides, LS family, PICARO
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